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- Internet Protocol {ICPAIP) AE
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Al » 55 E Za RS s B I AT [P 359F -

) EEhETE IP fihbi

(OB B T I TP A

IF {sr4iH(T): | 140127
FRBES I | 255255, 255 . 192 |
HEERRE D | 140 127

@) (T FIE DNS (IR RHHE):
| {EF NS {AREE: [1e8.95. t 1]
| Hift DN (RS L) [

SRS

[ @E | [ Ea |

2.+iEY

PR KA R R sl e B B

DA ‘&t

i 0.0.0.0~127.0.0.0> n’za‘r“,fﬁ- 0.0.0.02 127.0.0.0 (p FRBIRE)» 7%
Fent £ 4%1.0.0.0~126.0.0.0

+ g% 0255.0.0.0

@B &t

Fext 128.0.0.0~191.0.0.0

+ % 1 255.255.0.0
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Fenk 192.0.0.0~223.0.0.0

+ ¥ 1 255.255.255. X

X=0 %% 235 - BRK -4 192.168.0.0~192.168. 0. 255 = 256 & - a‘r“f
Bra BRI > FEE iy 8 192,168, 0. 1~192. 168. 0. 254 + 254
B EREPREERE IV UBEL 24 B 1P

X=128 t~ % & 2] 2 B > bl4o% - B RE192.168.0.0~192.168. 0. 127 =
128 & » a‘r“,f PR R ERFTL > FET F i F 192, 168.0. 1~
192.168.0.126 + 126 B > # o35 BREEF T UF L 126 B [P 5 - B
P f 192,168, 0. 128~192.168. 0. 255 + 128 i - #r“f PR TR R a0 R
ek enimpt 2192, 168. 0. 129~192. 168. 0. 254 £ 126 B » 3 ¢ 358 B R K
B 5T UL 126 B IP o

X=192 " £ & 2] 4 BRE > 5l4c% - BRFE192.168.0.0~192.168. 0. 63 =
64 # - a‘r“,f PR RBERF TR FET * chimg F 192,168, 0. 1~
192.168.0.62 + 62 B > B R G BREE 7 IUFL 62 B [P 5= B
192.168. 0. 64~192. 168. 0. 127 = 64 & > a‘r“,f PR ARF R FETH
sk £ 192, 168. 0. 66~192.168. 0. 126 = 62 B » o EMiz B RERE&E 7

F 62 B [Pex = b 192.168.0.128~192. 168. 0. 191 = 64 & > #r"f e B
B R RET F aaink E 192, 168, 0. 129~192. 168. 0. 190 = 62 & >

B RE BRI T L 62 [P e s 192.168.0. 192~



192.168.0.255 % 64 1 » de'k febe o 22 B 4 mnb » T ¥ nfea I
192.168. 0. 193~192.168. 0. 254 % 62 & » #% P Emic B sidk 5 7 1158 4 62
B IP -

Q:78F &8 140.127.X. X » £ B e 5 5 i § £ 255, 255, 255, 192 » 752
20 agerg?

AP ERE PR AED §RSENREY pd BED - A Bpaid £
203.68.253. X >t C el » ¢+ ¢ ¥ £ 255.255.255.192 > & = v B e 5
“rILEFe 64 @ IP d0if Mg izn & TR  BrRoTEERBE

Fwr 4 61 % IP-

M2 R %Y 0 et 1% http://www. phe. edu. tw/net/forum/viewtopic. php?f=16&t=41

3.DNS :
Domain Name System #e38 &4 & St avdq i@ A { & i g P " Bt *
AP RELHF B ]P

F1* nslookup 4p 4 #33 DNS

& s s#nFEr
icrosoft Windows XP L[RF7E 5.1.26881
(C>» Copyright 1985-2881 Microsoft Corp.

C:“Documents and Settingssjeison’nslookup
Default Server: dns.hinet.net
Address: 168.95.1.1

> tw.yahoo.com
dns.hinet.net
168.95.1.1

on—authoritative ansuep:
tw.frontpage.gB83. vahoodns .net
119.168.246.241. 283.188.197.288
tw.yahoo.com

C:“Documents and Settingssjeison>
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& Fonion

- cwps-UTM-FGBO0C - Windows Infernet Explorer
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FortiGate 80C 9 | & ZERTINET
- FREE FGTB0C3908619250 '
= Usage Sl 21 F(B)) 3 1eh@) 42 @D ‘ﬂ, FortiAnalyzer Qﬁ Fortillanager
e Gl Fiestal Sat Oct 1 15:35:06 2011 ¢
#F DHCPE{% HA A Bk
=] shvE IHEHE cwps-UTM-FGBOC
A v4.0,build0291,100824 (MR2 Patch 2)
RS RHFRIEGS : Mon Jan 10 16:31:40 2011 ks
S0 FEE FortiClienti FH E
RIFES NAT <l = I B
EREY FAEA ~w —
BERERERE 1 [EF] i © B B
BREERE cwps [BEEE]
® 2011-08-10 11:52:16 FHEHEE =
- BT = 2011-09-10 11:51:04 FATEHHED =
*EAS = 2011-08-09 11:48:45 FRITHEITED
Registration SR Q = 2011-06-27 14:03:58 Failed admin authentication attempt for cwps
FortiGuard 5184 = 2011-06-23 08:52:31 FRAEHZE x|
b3 SERRER 5] ® 2011-06-01 14:56:32 FortiGateEAE RIERHIGE RS 2 30 gl
AVIRETE 12.00708 (H#f 2010-12-23) m 2011-06-01 14:27:10 FortiGateB3ERITERSIEIREG! 1 7 =
iR 12.00700 (R 2a10-12:29) 2011-06-01 14:24:15 FortiGate RS RFHEAIERS! 1 ¥ ]
AEfE SEARAERT Q =
= 2011-06-01 09:03:03 Failed admin authentication attempt for 164631 5]
IPSHFES 2.00921 (B 2010-12-23) =
P P — ®2011-01-10 16:29:48 FFHEHHE =
hgal SEARART &
Bk Q - .
VCMHRA, 1.00110 (E¥ 2010-08-16) v DHEEERACH
uTM RERE SRR Q DLPiRE= -- T 0 B FX (el uBrriHeBar
VPN WEEE R P HTTP 13096 HERE
EREER RS i . G S
@ |FEE OB
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fer TELBRFFA M7 ping 140. 127. X X (iehE RIFEX M ) 4

TE o % Lost=0 27 & F

oo CAWINDO WEsvstem 3 2\cmd exe

Microsoft Windows o 5.1.2668]
CC» Copyright 1985-28001 Microsoft Corp.

C:~Documents and Settings“wenXping 148_.127.
Pinging 146@.12%7. with 32 hytes of data:

Reply from 1468.12%7. bytes=32 time=1mz TTL=253
Reply from 148.127. bytes=32 time=1ims TTL=253
Reply from 1468.12%7. bytes=32 time=1mz TTL=253
Reply from 146.12%7. bytes=32 time=1mz TTL=253

Ping statistics for 148.127. H

Packet=z: Sent = 4, Received = 4. Lozt = B (@x loss>.
Approximate round trip times in milli—seconds:

Hinimum = imz,. Maximum = ims,. Average = 1im

C:~Documents and Settings“wen’

dodk BT Bl Lost=4 £ 7 R ¥ 0 kiR

C:sDocuments and SettingssJeison»ping 148_.127.
Pinging 148.127. 32 bytesz of data:

Deztination host unreachable.
Deztination host unreachable.
Deztination host unreachable.
Deztination host unreachable.

Ping statistics for 148.127.
Packetsz: Sent = 4. Received

C:sDocuments and Settingssjeison

ok Bl- o d fEiE IR BEL Tl AR R BOR B BRMRATR > B
R LR Rd BORRE > FLEEPIR BEL kY LR o

Ewr ThREHBTF~ > ® 7 ping 168.95. 1.1 F @i ¢
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C:“Documents and Settings>jeison>ping 168.25.1.1

Pinging 168.95.1.1 with 32 bhytes of data:

Deztination host unreachable.
Deztination host unreachable.
Deztination host unreachable.
Deztination host unreachable.

Ping statistics for 168.95.1.1:
Packets: Sent = 4. Received = B, Lost = 4 ¢1688x loss>.

(# 22 ) ForitGate 80C 54 :

e~ THLRTEA 0 7 ping 168.95. 1.1 % % it

B

C:“Documents and Settings>jeison>ping 168.25.1.1
Pinging 168.95.1.1 with 32 bhytes of data:

Deztination host unreachable.
Deztination host unreachable.
Deztination host unreachable.
Deztination host unreachable.

Ping statistics for 168.95.1.1:
Packets: Sent = 4. Received t = 4 188 loss>.

LiEr THELHETF 0 7 ping 140. 127 X. X (IR RIFE M E )
C:sDocuments and SettingssJeison»ping 148_.127.

Pinging 148_127. 32 bhytes of data:

Destination host unreachable.

Destination host unreachable.

Destination host unreachable.
Destination host unreachable.

Ping statistics for 148.127.
Packets: Sent = 4. Received = B, Lost = 4 {188+ loss>.

C:sDocuments and Settingssjeison

FR2REGALIEE (BP TR 1 A48 £ATR TR ) ForitGate 80C
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(A=) $RUEET switch s ¢

Er ThRERTE~ > (7 ping 168.95. 1.1 % &2 ¢

C:“Documents and Settings>jeison>ping 168.25.1.1

Pinging 168.95.1.1 with 32 bhytes of data:

Deztination host unreachable.
Deztination host unreachable.
Deztination host unreachable.
Deztination host unreachable.

Ping statistics for 168.95.1.1:
Packets: Sent = 4. Received t = 4 188 loss>.

FiEr THELHETF 0 7 ping 140. 127 X. X (IR e RIFE M E )
C:sDocuments and SettingssJeison»ping 148_.127.

Pinging 148_127. 32 bhytes of data:

Destination host unreachable.

Destination host unreachable.

Destination host unreachable.
Destination host unreachable.

Ping statistics for 148.127.
Packets: Sent = 4. Received = B, Lost = 4 {188+ loss>.

C:sDocuments and Settingssjeison

FRZAEGALALAEE (BMPFL RN ABLELITRETR) PEIES
switch» % @2 @@ ¥ i AR L F switch s o3k > PIG5 T ATe

gL 4 R switch o

13



(6 A8e ) IPA 3 B Hub#:

er ThLRFFA 0 477 ping 168.95.1.1 > Fmizd

C:“Documents and Settings>jeison>ping 168.25.1.1

Pinging 168.95.1.1 with 32 bhytes of data:

Deztination host unreachable.
Deztination host unreachable.
Deztination host unreachable.
Deztination host unreachable.

Ping statistics for 168.95.1.1:
Packets: Sent = 4. Received t = 4 188 loss>.

Fier THLRAFA S HF ping 140,127 XX (28 1P A3 Big ot s [P)

C:sDocuments and SettingssJeison»ping 148_.127.
Pinging 148.127. 32 bytesz of data:

Deztination host unreachable.
Deztination host unreachable.
Deztination host unreachable.
Deztination host unreachable.

Ping statistics for 148.127.
Packets: Sent = 4. Received = B, Lost = 4 {188+ loss>.

sJDocuments and SettingssJjeison>

X - SEE U ﬁ’tig%ﬁf’v (MBFR Al s a&isEFARTR) IPA %

m

A v L IP A S BERBAR o PIFE AR 470 P A R
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Internet Protocol (TCPAF) AE [}dfl@
—

INFATAER RS TR Y I LIRS BaEiRR P SRE - T
B - =m0 R PiAEE FAnE I S IE FERD 1P 500F -

140127 .
FHRBEZU): [ 255 . 255 . 255 163 |
HERMED): 140 . 137
(& &R T FIg DN {AARSR{AL ED:
{8 DNE {aiREREN: | 168.95 . 1 .1

Hith DNE {E1ARER(4):

HEE...

[ ® | [ =& |

% - AR AS T B AR port P & AR B?

BERTEL

icrosoft Windows HP [ 5.1.26881
(C» Copyright 1985-2881 Microsoft Corp.

C=“Documents and Settings“jeisonin
fictive Connections

Local Address Foreign Address State
home-5597484c84:http home-5597404c84:-8 LISTENING
home-5597484cB84microsoft—ds home—-5597484cB4:8 LISTENING
home-55927484c84:9212 home-5597404c84:8 LISTENING
home-55927484c84:nethios—ssn  home-55974B84c84:8 LISTENING
home-5597484c84:1613 ec2—187-28-22-244 _compute—1_.amazonaws.com: http

home—-5597404c84:10833 home-5597404c84:8 LISTENING
home—-5597404c84:5152 home-5597404c84:8 LISTENING
home—-5527484c84:5152 localhost:2737 CLOSE_MAIT
home—-5597484c84:12825 hone-5597484cB84:0 LISTENING
home-5597404c84:126888 hone-5597484cB84:0 LISTENING
home—-5597404c84:12888 localhost:=2384 CLOSE_UAIT
home—-5597404c84:12118 hone-5597484c84:8 LISTENING
home-5597404c84:12119 hone-5597484c84:08 LISTENING
home-5597484c84:12143 homne-5597484cB84:8 LISTENING
home-5527484cB84:nethios—ssn  home-5527484c84:8 LISTENING
home-5527484cB4:nethios—ssn  home-5597484cB4:8 LISTENING
home-5597484cB84microsoft—ds =I:
home-5527484cB4:-isakmp :=

home—-5597404c 84 :45608 D

home-5597484c84:ntp *I

home-55974@4cB84:-nethios—ns = =
home-5527484cB4:-nethios—dgm 3*:%

home-55974084c84:198068 313

home-5527484c84:ntp EE

home-5577484c84:1838 E

home-5577484cB4:1618 323

home-55927484cB84:1908 *z

home—-5597404c84:2046 L

home-5597484c84:-ntp 313

home—-5527484cB4:nethios—ns *:*
home-5597484cB4:-nethios—dgm 3=

home-5527484cB4:1908 *z3

home-5527484c84:ntp E 32

home-5597404c84:nethios—ns ==
home-5527484cB4:nethios—dgm 3%

home-5577484cB84:17608 E

C:“Documents and Settingz“jeison>
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Trd 3 ER P RHE

| BB ;|

TRIEER | [HETHMESRBEEFIFR] BERERAIFAR] A

BREREMFRELZSFERHFPTIER |

OV

FRAF] [EREFRIRFIFESRIP]
Bl e i A

RERERRIRREE RRENERMIPIIE [

[B3) FE) (RERH] [EEERRERI 1P

BABHREREHEHAPTIE |

=13 ) [ER8A] [#iET]

Fit  2uEE FRflip FEIE oW
1 PERHATR 140.127.252.189 Nimda 8464
2. PUE 140.127.243.18 Slapper 2883
3. THEE 140.127.251.100 Himda 9348
4 i 140,127 243 247 Slapper 4655
5 S 140,127 243232 SMTP 1456
6. EEET 140.127.241.88 Nimda 28117
i THET 140.127.241.101 Scan 137-139 107

g EEEE 140.127.241.92 Nimda 9318
a EEE] 140.127.250.47 Nimda 16743
10 RlAEF 140,127 242 22 SMTP 112
11 FHEE T 140.127.242.21 Nimda 13804
12 FRUE 140,127 247 247 SMTP 2913
13, EEN 140.127.246.106 Nimda 10999
14, UkE 140.127.244.94 Nimda 9096
18, SHED 140.127.254.116 Slapper 2039
16,  HERED 140.127.242.164 Scan 137-139 103
17 LxET 140.127 242,170 DDoS dpa45 102
18 LEF 140.127 242 169 Nimda 10999
19 PEP 140,127 242 156 Nimda 12232
20, 2FET 140.127.242.170 Nimda 25300

BASAIRA RS

2011-06-03 14:.00
2011-10-11 14:00
2011-10-11 15:00
2011-00-23 15:10
2010-06-28 11:20
2011-06-27 08:30
2009-12-27 20:00
2008-11-17 14:36
2010-06-22 11:00
2011-02-15 11:10
2011-01-28 15:30
2011-06-20 09:00
2011-00-10 03:10
2011-08-1511:30
2011-09-20 15:20
2010-06-09 15:10
2010-04-23 13:30
2000-10-09 08:36
2009-05-05 13:46
2008-05-31 10:36
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Mkt F ot Ha
ping 4 plsE mnt 127.0.0. 1

B3 CAWINDO WS system 3 2% md exe

Microsoft Windows XP [RF7S 5.1.268@1
CC» Copyright 1985-2081 Microsoft Corp.

IC:sDocuments and Settingsz“BiszmarkXping 127.6.8.1

Pinging 127 _8_8.1 with 32 hytes of data:

Heply from 127 _ 6. 8.1: bytes=32 time<{lms TTL=128
Heply from 127.8.8.1: hytes=32 time<{ims TTL=128
Heply from 127 _68.8.1: bytes=32 time<{lms TTL=128

Ping statistics for 127.8.8.1:

Packet=: Sent = 3. Received = 3, Lost = B (Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = Bms. Maximum = Bms,. Average = Ams

B

wr ThLRFF R, 7 ping 168.95. 1.1 £ %

C:“Documents and Settings>jeison>ping 168.25.1.1
Pinging 168.95.1.1 with 32 bhytes of data:

Deztination host unreachable.
Deztination host unreachable.
Deztination host unreachable.
Deztination host unreachable.

Ping statistics for 168.95.1.1:
Packets: Sent = 4. Received = B, Lost = 4 ¢1688x loss>.

Fier TELHBFTFA > H7 ping 140.127.X.X (x5 1P)

C:sDocuments and SettingssJeison»ping 148_.127.
Pinging 148.127. 32 bytesz of data:

Deztination host unreachable.
Deztination host unreachable.
Deztination host unreachable.
Deztination host unreachable.

Ping statistics for 148.127.
Packets: Sent = 4. Received = B, Lost = 4 {188+ loss>.

C:sDocuments and Settingssjeison

FRABUTVRIERA I BT SRRIVBEETTT 2SS PRARKF{rRR

Ay

CEE G RE - R RAGRRE O TR AR o
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e Dot HPZ1Z
¢ DowdPrint HPZ12

= Dowlsh HPZ1Z

i, DYDICD-ROM FRRts

@ IDE ATAfATAPT F24II88
++p USBNULL HPOOS
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tracert B E T %I P b o TEE R - SRR R

tracert www. yahoo. co. jp
C: Documents and SettingssBismark>tracert www.vahoo.co.jp

racing route to www.va.gl.vyahoo.co.jp [2683.216.243.2181
over a maximum of 38 hops:

]
71
43
44
L
L
142
i34
143
135
i38
148 m
n [211.14.3.5%1

13 318 m= 336 m= user.TenGigabhitEthernet2—4.corefdS. coloBl . hbhtower
.ad.jp [211.14.38.11
14 371 ms 345 m=
15 335 m= 33?7 m=
16 318 m= 313 m=

1
89
43
45
L §
LT |
138
139
145
183
135
136

74
48
43
46
=%
9?

h254.s?8.ts . hinet.net [168.95.98.254]
PHHKE-3502 .hinet.net [168.95.177.42]

PHHE-3101 .hinet.net [211.22.22%.142]

SKC1-3811 .hinet.net [220.128_.24_821

TPDT—-30811 .hinet.net [220.128.1_20661

r4841—=2 tp_.hinet.net [220.128_.3_491
Jt—Jp—gw_hinet.net [211_22_33.331
CBCrk—B5—posid4—-B._guw.odn.ad.jp [2180_142 _163_871
STOrk-BE8P?-B.nu.odn.ad.jp [143.98.168.1331
STOrw—11T2-1 nw.odn.ad._jp [143.989_192_1381
66.219867158 .odn.ne.jp [219.67.158.661
TenGigabitEthernetl—1.coredS.coloBl .bhtovwer.ad. j

=T - - I - o Y Y P B L I
=]

=

=)
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L7 O 7 T O O 7 T I I I
=
=)

=

L I T T
=)
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2082 .93_.74.219
2083 .216_238.194
f4.top.vip.tnz.yahoo.co.jp [2683.216.243.2181

==
[T T

race complete.

23



~E R IP* B4 (ZE [PASE):
SR w6 fRb s R IP? 2 g F s g Xl T 22
2 —FEZFE [Pr3xEo
S ok S A S 112

http://www. phc. edu. tw/net/forum/viewtopic. php?f=16&t=38&s1d=14052fc206b1e88fa9srf
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140.127.251.82 140.127.251.81

140.127.251.84 SRR e Bl

140.127.251.85 [40.127.231.86

FRMOE

192.168.1.0/24 140.127.251.82 140.127.251.81

- (HHIP)
140.127.251.83

[P 5 38

“switch ATU

140.127.251.84 SRR e B R

140.127.251.85 [40.127.231.86
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) BEhETIE 1P farhki

O B TR TP

IF {irhiDy: | 203. 68 . 253 . 33 |
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W

CAWINDO WS \eystem 32\ md .exe

Microsoft Windows HP [ 5.1.268081
(C» Copyright 1985-2881 Microsoft Corp.

C:~Documents and Settings“phc

Jindows IP Configuration

thernet adapter UMware Hetwork Adapter UMnet8:

Connection—specific DNS Suffix

IP Address. . . . - - - « - - 192.168.126.1
Subnet Mask . . . . . . . 255.255.255.8

Default Gateway . . . . . .
thernet adapter UMware Hetwork Adapter UMnetdl:

Connection—specific DHNS Suffix

IP Address. . . . - 192.168.68.1
Subnet Mask . . . . 255.255.255.8

Default Gateway . .

thernet adapter [RIFiE#

Connection—-specific

IP Address. . . . - 192.168.1 .81
Subnet Mask . . . . 255.255.255.8
Default Gateway . . 192.168.1.1

C:~Documents and Settingssphc>

P A E T Cipeonfig f5 S AR e TV IP
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